BARRIER ISLANDS FREE MEDICAL CLINIC, INC.

Confidentiality Agreement for 

Board Members, Employees, Consultants, Contractors, 

Students and Volunteers
The Barrier Islands Free Medical Clinic (BIFMC) has a legal and ethical responsibility to protect the privacy and security of patients, board members, employees, students and all medical and non-medical volunteers.  BIFMC also has a responsibility to ensure the security of its proprietary business information.  Additionally, BIFMC is bound to protect the health information of patients as outlined in the HIPAA statement provided for your information.
By signing below I represent that I have read and understand that I am obligated to maintain the protection of patient privacy and other confidential matters at the Barrier Islands Free Medical Clinic.  Any confidential health care information that I may see, hear or otherwise have access to cannot and will not be disclosed.
_______________________________________
______________________________

Printed Name





Date of Birth

________________________________________________________________________ 

Address

_______________________________________
______________________________ 

Signature 





Date

*****Return this signature sheet to the Human Resources @ BIFMC, and keep the Confidentiality Agreement and HIPAA information for your information.*****
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Board members, employees, physicians, consultants, contractors, volunteers, students and other associates of BIFMC must follow the applicable laws, regulations, rules, guidelines, policies and procedures.  They must not misuse BIFMC information.  It also includes the confidential and privileged business information that belongs to BIFMC.  People must not use, remove, or disclose BIFMC information without permission.

I understand that I have a personal, professional, ethical, and legal obligation to uphold the principles described in this agreement.  I will abide by the statements listed below.

· I will protect the confidentiality, security and privacy of BIFMC information.  To do this I will follow all laws, regulations, and accreditation standards.
· During my work, I may need to access or use proprietary or confidential information.  I will not access, review, discuss, copy, disclose, or use this information outside of my regular job responsibilities.

· I will protect information from accidental or unauthorized use or disclosure.  This includes review, copying, modification, destruction, distribution, removal, or disclosure.  I will take steps to protect the confidentiality and security of information.  If I see a confidentiality or security problem area, I will inform a BIFMC supervisor or board member.  

· I will not retrieve, review, discuss, copy or use information not related to my work.  I will not disclose information to unauthorized persons who are not part of the patient’s health care team, in the patient’s family or friends, or persons who do not have a legitimate need to know.

· I understand that I should not access any protected health information except records related to my job.  I will access records only when I need information to do my job.  I agree to follow the policies and procedures of BIFMC to access records.

· I will follow all federal law, state law and policies and procedures related to “specially protected” information.  HIV/AIDS, reproductive rights (abortion and contraception), genetics, minors, chemical dependency, mental health and 
research-related information are protected by very specific law and regulations.  I will consult my BIFMC supervisor or the Executive Director or Medical Director anytime I am unclear as to the interpretation of these rules, or if I have any questions of requests made of me for information.
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· I agree that the information I have access to during the course of my employment, work, or association with BIFMC belongs to BIFMC. If requested, I will promptly return BIFMC information.

· I will not tell any unauthorized person my passwords (computer logon identification (ID), access codes, etc.).  I will not obtain, possess, or use any other person’s computer logon ID or other access code and password.  If someone gives me another person’s password, I will notify my BIFMC supervisor or the Executive Director.

· I will take reasonable precautions to prevent introducing or spreading computer viruses and not circumvent any BIFMC data protection measure.

· I am responsible for any computer that is assigned to me, yet it is the property of BIFMC.  An authorized representative may access my assigned computer at any time.  The representative may also access any installed software or data.  I understand that if I have BIFMC files on a computer that I own, BIFMC has a right to those files.  An authorized representative may access that information at any time.

· I will take measures that will protect BIFMC information on home or mobile computing devices and protect the security of the computer network.
· BIFMC software and proprietary information belong to the organization.  I will not sell, disclose, distribute, or otherwise disseminate either without written permission from an authorized BIFMC representative.

· I will follow all communications regarding policies and procedures.  This includes current and future policies and procedures.  I will follow these policies and procedures as long as I am employed by or associated with BIFMC.  I will be permanently bound by the law and regulations even after my employment by or association with BIFMC ends.

I understand that I must not violate federal and state confidentiality requirements, including Health Insurance Portability and Accountability Act (HIPAA), this confidentiality agreement, BIFMC policies and procedures and other standards that 
may be implemented during the course of my employment, work, or association with BIFMC.  These requirements do not cease at the time I terminate my relationship with BIFMC.  If I violate the agreements in this document, I will be breaking my obligations to BIFMC.  I may face corrective action.  This may include losing my job, having my contract or other relationship terminated, or other consequences allowed by the law.  The 
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corrective action may take place during or after my employment, work, or association with BIFMC.

HIPAA Statement
Your work, association or volunteer endeavors with BIFMC may result in exposure to confidential information, including patient information.  This information should:

· Only be accessed by employees or contracted personnel when the information is needed to perform health care services.

· Be protected to the fullest extent possible.

· Remain confidential upon completing your BIFMC experience.

Employees, consultants, contractors and volunteers alike have a legal and ethical responsibility to foster and maintain the privacy and respect of each patient we see here at BIFMC.

Background:

· HIPAA stands for the “Health Insurance Portability & Accountability Act” of 1996. 

· It was created to protect individuals’ medical records and other personal health information at a national standard.

· Today with information broadly being held and transmitted electronically, the Privacy and Security Rules under HIPAA provide national standards regarding the protection of personal health information.

· HIPAA applies to any organization that routinely handles protected health information (PHI) in any capacity, such as a hospital, physician practice, lab, etc.  This includes the entity where the student will be spending time.  The health care entities at BIFMC require its staff, both clinical and non-clinical, volunteers, students and visitors to keep health information confidential.

What areas are affected?

· Any and all areas that deal with PHI.

· Could include areas in which one might not directly care for patients.

· Includes testing results, research, and billing records that contain health information.

· Includes what you store on computers, desks, files, off-site storage, disks, etc.

· Affects what you say, to whom it is said, and what information you are providing.

What is Protected Health Information (PHI)?

· Any health information that identifies an individual

· Names

· Geographic designations smaller that a State

· Dates relating to an individual
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· Telephone numbers, FAX numbers and E-mail addresses

· Social Security number

· Medical Record number
· Health plan beneficiary numbers

· Account numbers

· Certificate / license numbers

· Vehicle identifiers, including license plates

· Device identifiers

· Universal resource locators (URLs)

· Internet protocol (IP) address numbers

· Biometric identifiers – finger and voice prints

· Full face photographic images and comparable images

· Any other unique identifying number, characteristic or code.

      ●    PHI can be in any form including:

· Printed 

· Electronic

· Oral communication

       ●   It includes information that:

· Is collected from an individual;

· Is created or received by a covered entity;

· Relates to the past, present or future physical or mental health condition of an individual;

· Relates to the provision of health care to an individual;

· Relates to the past, present, or future payment for the provision of health care to an individual;

· Identifies an individual.

What are the Minimum Necessary Requirements?


●  HIPAA requires that you take reasonable steps to limit the use, disclosure of,

     and requests for PHI to the minimum necessary in order to accomplish the

     intended purpose.


●  What PHI is reasonably necessary is determined on a case by case basis by

     individual covered entities.

●   This does not apply to disclosures for treatment purposes, but to payment,

      health care operations and research.

What happens if you violate the Privacy Rule?

●   Civil penalties ($100 per violation per person, up to a limit of $25,000 for

      violating each identical requirement of prohibition).

●   Criminal penalties:

· Knowing release of PHI = up to 1 year jail sentence and $50,000 fine;
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· Access to PHI under false pretenses = up to 5 year jail sentence and $100,000 fine;

· Releasing PHI with intent to sell, transfer or use for commercial advantage = up to 10 year jail sentence and $250,000 fine.
What are my responsibilities?


●   To not disclose any protected health information.  This includes any written,

      verbal or electronic information I may have directly or indirectly received or

      overheard.

●   When coming in contact with a patient, introduce myself an “observer,” a 

     “board member,” or “volunteer,” etc. if not introduced by my supervisor.

●   To not misrepresent myself as a health care provider who will be assisting in a

      patient’s care. 

●   To wear a name tag or badge identifying myself as a visitor, student or intern.

●   To respect the patients’ privacy.

●   To not copy, download or access any protected health information.

●   I agree that my responsibility to keep this information confidential extends 

      beyond my employment, contract, or volunteer experience and continues

      indefinitely.

